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TYPES OF S

» Internet frouds/sccms: Online auction schemes

fake or dishonest EBay sellers, Nigerian money offers, o
advanced loan offers, fake checks/money order off
home plans. Phishing is a mainstay of Internet sca

» Telem@rketing frauds: Prizes and swee

ants offers, magazine sales, cr
ts an estimated $40 billion

qud/scams Incl
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What is PHISHING?®S

» Phishing occurs when someone Iin cyberspace (on the
Internet) tries to trick you into giving them your per
information.
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REC OGINIZRISREEHS

» Fake online links. Always check where
going before you click on it. Move yo
the link and look at the URL in your br

to be websites. S
tfrick you into ent

ams often have misspelled
grammar.

The term https should always
address where you enter
lon. The s means the Osite IS




IT'S PROBABLY A SCA

» If you "win” something (a prize, money, a cruise,
etc) when you did not enter a contest;

» If it requires you to put anything in your
account and then make a withdrawa
somegne:

20y money in advanc
aoney or other thin

rom someone yo
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» If the emall or contact requires IMMEDIATE action
on your part;

» If there are threats of immediate crimi
against you;
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HOW TO BiSGEE( 7

» Pay close attention to your bills and™@®adrd yo
mailbox;

» Mail bills by putting them in a secure po
rather than leaving them in your mail
flag up;

| about giving out yo
2clally over the tele

ytements and cre
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purse, wallet and checkbook;
umiers with your financial cards;
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ation.




WHAT TO BRI
BECOME A VICTIM

» Immediately notify your bank or credit car
company if your wallet, purse, checks or
ards are stolen;
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WHAT TO BRI
BECOME A VICTIM

» Notify law enforcement and file a police re
soon as possible after contacting your ba
hcompany. Your bank or cred
equire a police report nuU

DI your financial state
ous information to the



For more informatio

» Contact your bank or credit card company

» Consider purchasing commercial identfi
protection services

> Cqoi ouUr local law enforcement

Safety 828-437-121

Vifice 828-438-550
lowing websites:

WV state.nc.us




